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Currently, location-based services (LBS) have been widely used in real-world settings, including restaurant
and travel recommendations. To reduce workload and improve query efficiency, a service provider usually
outsources its services to a powerful cloud server. However, the service provider’s database and users’ queries
always contain sensitive information, so their leakage to the cloud may raise serious privacy concerns. Although
some existing schemes have been proposed to address the privacy problems, they are impractical in real-world
LBS due to some issues in privacy, accuracy, or heavy computation costs for query users. In order to overcome
these problems, we propose a fully privacy-preserving location recommendation scheme that supports multi-
attribute queries and returns accurate results based on the recommendation condition. Specifically, based
on the Paillier cryptosystem, we first propose a secure equal test (SET) protocol to check whether two
encrypted values are equal. Second, with our proposed protocols, we develop a privacy-preserving location
recommendation scheme without revealing anything about the service provider or query users. Finally, we
analyze the security of our scheme in the semi-honest model and show that the privacy of the service provider
and query users is well protected. Meanwhile, we evaluate the performance of our scheme using synthetic
datasets. The experimental results demonstrate that our proposed scheme is practical in real-world applications.

1. Introduction (i.e., restaurant coordinate, cuisine, average price) to users. Fig. 1 gives

the restaurant records of the dining service provider and the dining

In recent years, location-based services (LBSs) have become in-
creasingly popular with the rapid development of location acquisition
technology. According to a report of the Verified Market Research,’
the global LBS market size will reach $137.06 Billion in 2030 from
$19.25 Billion in 2022. Thanks to the flourishing mobile positioning
technologies, LBS makes our life more convenient in many aspects, such
as restaurant recommendations [1], travel recommendations [2], and
friend recommendations [3,4].

Consider the following scenario: when users arrive at a strange
place, they always hope to find some restaurants matching their pref-
erences, such as near to their visited restaurants, with the same cuisine
and the acceptable average price per head. In this scenario, users can
request a query from the dining service provider for finding new restau-
rants. The dining service provider chooses the best restaurants based
on query requirements and recommends the corresponding records

* Corresponding author.

records (the visited restaurants’ records) of a user. If the user requests
a query for the restaurants with British cuisine, he will receive the
restaurant record {10112, (12,90), British,58} from the dining service
provider.

However, in the real-world setting, the user wants to find the
restaurants matching as much his preferences as possible, so he will
request a query with two or more conditions. For example, he requires
the recommended restaurants (1) close to one of his visited restaurants
within a predefined distance threshold and (2) matching his cuisines.
This query can be easily realized in the plaintext domain, while it will
be a challenge in the ciphertext domain. We consider the query with
two or more conditions as the multi-attribute query.

Meanwhile, as the dining service provider’s database (restaurant
records) and query users grow, such location recommendation
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Dining Service Provider é
| festiD | Coord | cuiine | avg
58

10112 (12,90) British

90054 (13,28) Chinese 55
32789 (77,96) Chinese 78
87103 (89,95) Indian 92

(a) Restaurant Records
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™
sio e’ User
| RestiD | Coord | cCuisine | Aveg |

123157 (17, 30) British 80
245901 (92,101) Chinese 70
(b) Dining Records

Fig. 1. Restaurant records for the dining service provider (a) and dining records for the user (b).

services will be seriously affected in efficiency. To reduce query latency,
the dining service provider usually outsources its location recommen-
dation service to the cloud. However, the cloud is not completely
trusted [5-8]. In addition, since the restaurant records of the dining
service provider, the user’s queries, and query results contain a certain
amount of sensitive information, the privacy may be compromised
when outsourcing this recommendation service to the cloud.

To address the aforementioned privacy problems, some privacy-
preserving location-based recommendation schemes [1,9-20] have
been put forth. These schemes can be divided into cryptography-
based schemes [9-20] and k-anonymity or differential privacy-based
schemes [1,4,21,22]. Although cryptography-based schemes [9-20]
achieve stronger privacy, but they are computationally inefficient for
the query users. Therefore, these schemes are impractical in real-world
settings because query users are usually the resource-constrained de-
vices. Schemes based on non-cryptography techniques [1,4,21,22] need
trade-off between privacy and accuracy. They only provide weaker
privacy if the query results with higher accuracy are required. Mean-
while, for schemes based on non-cryptography techniques, schemes for
proximity testing [19,20] or scheme [9] transforming real locations into
pseudolocations, it is impossible to return accurate recommendation
results.

Additionally, most of them only support single-attribute queries in
LBS. Therefore, due to privacy, accuracy, and functionality concerns,
these schemes are not practical and applicable for use in real-world
applications. In this paper, we propose a fully privacy-preserving loca-
tion recommendation scheme in outsourced environments, where the
privacy of the service provider and users is well protected, and the
data access pattern is also hidden from the cloud. Additionally, actual
location coordination is used, multi-attribute queries are supported,
and accurate results are returned. Specifically, the contributions of our
paper are threefold.

« First, we introduce a new and specifical privacy-preserving sce-
nario in the location-based services and propose a secure equal test
(SET) protocol based on the Paillier cryptosystem and construct a
secure unequal to zero test protocols based on our S ET protocol. These
two protocols can be used to check whether a restaurant matches the
user’s preference and whether it satisfies the recommendation condition
in a privacy-preserving way, respectively.

« Second, based on proposed secure protocols, we propose a frame-
work to implement the fully privacy-preserving location-based recom-
mendations in outsourced environments. Compared with some existing
schemes, our scheme is fully privacy-preserving, supports multiple at-
tributes, has lower computation costs for query users, returns accurate
results as in the plaintext domain.

o Third, we analyze the security of our proposed protocols and
scheme in the semi-honest model. We evaluate our scheme by con-
ducting extensive experiments. The experimental results show that it
is practical in real-world LBS.

The remainder of our paper is organized as follows. In Section 2, we
review some existing privacy-preserving schemes related to location-
based services. Section 3 formalizes our system model, threat model,

and design goal. In Section 4, we introduce some necessary prelimi-
naries used in our scheme. After that, we propose some new building
blocks in Section 5. We present our privacy-preserving location recom-
mendation scheme in Section 6. Next, we show the security analysis in
Section 7 and report the performance evaluation in Section 8. Finally,
we conclude our paper in Section 9.

2. Related works

In this section, we introduce some privacy-preserving schemes
used in location-based services. These schemes can be classified as
cryptography-based schemes and non-cryptography-based schemes.

« Cryptography-based approaches: Both schemes in [9,10] focus on the
k-nearest neighbor query in LBS. Based on the Paillier homomorphic
encryption, Lien et al. [9] design a private circular query protocol
to solve privacy and accuracy issues in LBS. Own to the encryption
technique, the privacy of the user’s location is protected against the LBS
provider during the query process. Guan et al. [10] propose a novel
oblivious location-based kNN query scheme based on the modified
Paillier cryptosystem. In this scheme, any two queries cannot be linked
whenever a user queries twice at the same location. Schemes [11,13,14]
mainly solve privacy problems when specific recommendation algo-
rithms are used in real-world LBS. In these schemes, each POI has a
historical and numerical rating. Badsha et al. [11] utilize the weighted
slope one predictor algorithm to generate user-personalized location
recommendations. Compared with previous works, they incorporate
users’ friendship networks with location preferences. The privacy of
LBS provider and users is well protected via the Paillier encryption.
However, this scheme generates the recommended results only accord-
ing to the rating of each location, and no actual location coordinate
is involved. Literature [13,14] uses the collaborative filtering (CF)
algorithm to provide the prediction services. Ma et al. [13] propose
a novel framework to protect the user’s sensitive information. In this
framework, all historical ratings are encrypted, and the similarities of
POIs are computed in ciphertext domain. Based on the Paillier, commu-
tative, and comparable encryption, it generates the recommendation
results in a privacy-preserving way. The goal of the scheme [14] is
to use CF-based technology to predict the quality of service (QoS) for
unobserved Web services based on past QoS experiences and locations
of users. To solve the privacy problems, the authors develop a privacy-
preserving protocol to predict missing QoS values via the Boneh Goh
Nissim (BGN) cryptosystem. Xu et al. [12] propose a privacy-preserving
route matching scheme for carpooling services. Based on a Goldwasser-
Micali-based equality determination algorithm, the authors construct
an accurate similarity computation algorithm. This algorithm allows
users to get accurate carpooling results over ciphertexts without reveal-
ing the privacy of users and routes. Schemes [15-18] focus on searching
encrypted resources in outsourced location-based services. Based on the
improved 2DNF cryptosystem, Zhu et al. [15] propose an efficient and
privacy-preserving polygons spatial query framework in LBSs. Users
can perform any polygon range query to obtain accurate LBS results
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without revealing their query data to the LBS provider and the cloud
server. Li et al. [16] design a novel privacy-preserving LBS search
scheme in outsourced environments. Users can acquire accurate LBS
results by constructing a query model without divulging their location
information and queries to the LBS provider and the cloud server. Based
on attribute-based encryption, linear encryption, and RSA encryption,
Huang et al. [17] present a privacy-preserving spatio-temporal keyword
search framework over outsourced encrypted LBS data. This framework
allows users to request LBS queries with spatial range, time inter-
val, and Boolean keyword expression. Li et al. [18] propose the first
predicate-only encryption scheme for the inner product range. Based on
that, they design an efficient and privacy-preserving spatial range query
scheme. To reduce query latency, the authors also construct a privacy-
preserving tree index structure. The goals of schemes [19,20] are to
perform grid-based proximity testing with privacy preservation in LBS.
Narayanan et al. [20] first reduce proximity testing to equality testing
and utilize private equality testing to achieve privacy-preserving testing
for proximity in LBS. Based on various secure computation protocols,
Jéarvinen et al. [19] mainly design, implement and evaluate several
privacy-preserving location proximity testing algorithms.

» Non-cryptography-based approaches: Differential privacy and k-
anonymity are also privacy-preserving techniques. Scheme [1] applies
k-anonymity to make users and the LBS provider perform the mutual
transformation between an actual location and a pseudo location
via the spatial transformation parameters with a periodical update.
Any knowledge related to users’ real location is not learned by the
anonymizer without knowing the transforming parameters, so users
can obtain POI in a privacy-preserving manner. Schemes [4,21,22]
utilize differential privacy to deal with the privacy issues in LBS. Huo
et al. [4] propose a geographical location privacy-preserving algorithm
to achieve (r, h)-privacy and a privacy-preserving friend relationship
algorithm by adding laplacian distributed noise. With the aid of two
proposed privacy-preserving algorithms, the privacy leakage for users
is prevented. Chen et al. [21] propose a novel privacy-preserving POI
recommendation framework. This recommendation framework consists
of a linear model and the feature interaction model. Users’ data are
kept on their own sides to protect their privacy. For the privacy of
the model, users save the linear models locally and the final model is
learned by a secure decentralized gradient descent protocol, while the
feature interaction model is kept by the recommender. Gao et al. [22]
are interested in privacy leakage of users’ history footprint when using
the CF-based method as the recommendation algorithm. Authors apply
the geo-indistinguishability to perturb users’ location to achieve &-
differential privacy. In order to protect the privacy of users’ history
location data, they first collect them and generate a category histogram.
Then, they perturb the aggregated histogram to achieve &,-differential
privacy. However, the security of schemes based on these techniques is
weaker than that based on cryptographic techniques. Meanwhile, due
to adding noise or fake location data, these approaches degrade the
accuracy of the recommendation results.

3. Models and design goal
3.1. System model

In our system model, we consider a privacy-preserving location
recommendation model in outsourced environments, which involves a
dining service provider (or data owner), a cloud with two servers (S,
and Sp), and multiple query users as shown in Fig. 2. Our system
consists of five steps: ) The service provider generates a key pair
and (2) encrypts and outsources its data; (3) Query users encrypt and
outsource their data; @ The cloud computes the recommended results;
(® Query users obtain the query results.

« Service Provider: The service provider (or dining service provider
(DSP)) is responsible for generating a key pair (pk, sk) of the Paillier
cryptosystem and distributing (pk, sk) to S, and pk to other entities.
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Fig. 2. System model.

In addition, it also has a database with a large number of restau-
rants’ records D = {D,, D,, ..., D,,}, where each record consists of the
restaurant’s unique identity (I D), coordinate (Co), cuisine (Cu), and
average price per head (Av), so the ith restaurant record can be denoted
by D; = {ID;,Co;,Cu,;, Av;}. Here, we assume that all values in the
restaurant record D; are integers. In order to gain benefits, the service
provider is willing to provide a location-based recommendation service
and recommend the restaurants that match users’ preferences to users.
However, the service provider’s computing power and storage capacity
are constrained, so it outsources its database D to the cloud and makes
advantage of the cloud to offer users location-based recommendation
services. In order to protect the privacy of the restaurant records, the
service provider encrypts its database D before uploading it to the
cloud.

« Query Users: The system has many query users U = {U;,U,, ..., U,}.
Users request queries with their records Q and obtain corresponding
query results R; and R, from S, and Sp, respectively. In this system,
we assume that all users must register with the dining service provider.
Meanwhile, the cloud will verify whether queries are from registered
users or unregistered users. However, in this paper, we ignore the veri-
fication procedure and mainly focus on privacy protection. In practice,
we can realize that mechanism using cryptographic techniques, such as
the digital signature scheme.

« Cloud with Two Servers (S, and Sg): The cloud has two servers
that both have powerful computing capability and large storage space.
The cloud is used to store the encrypted restaurant records and re-
spond query users with the recommended restaurants matching users’
preferences. For example, these restaurants are close to one of users’
visited restaurants within a predefined distance threshold, match users’
cuisines, or have acceptable average prices for users.

3.2. Threat model

In our security model, we assume that the dining service provider
and users are all trusted. It implies that they will honestly outsource
their restaurant records and request location recommendation queries,
respectively. However, two servers (S, and Sp) are semi-honest (or
honest-but-curious). Namely, they follow the protocol with their correct
inputs but may be curious to derive some sensitive information during
the execution of the protocol. In addition, we assume that there is no
collusion between S, and .Sp. Meanwhile, they do not collude with
other entities. This is a reasonable assumption in real-world settings.
For instance, S, and .Sy may be from two different companies. In order
to maintain a good reputation for commercial interests, two companies
will not collude with each other. Such a two-server model has also
gained popularity in existing privacy-preserving works [23-26].

In such threat model, we consider an active adversary to recover the
plaintext of the outsourced data, the query data, and the query results.
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Table 1
Notations.
Notations Definition
|N| The bit-length of number N
X -Y|? Squared euclidean distance between vectors X and Y
[m] The ciphertext of message m for the Paillier algorithm
abs(x) The absolute value of x
avb The logical OR of boolean values a and b
E,(m) Encrypt m with pk for the Paillier algorithm
D (c) Decrypt ¢ with sk for the Paillier algorithm
Add,, Homomorphic addition
SMuly, Homomorphic scalar multiplication
SM Secure multiplication
SSED Secure squared euclidean distance
sC Secure comparison
SET Secure equal test
SUEZ Secure unequal to zero test

The adversary has the two types of capabilities: (D) eavesdrops all the
communications to get the exchanging data and 2) comprises one of
two servers at most.

3.3. Design goal

Our design goal is to develop a privacy-preserving location recom-
mendation scheme in outsourced environments. The proposed scheme
achieves the following four objectives:

o Privacy Protection: The privacy of restaurant records from the
dining service provider and queries from users is protected against two
cloud servers (S, and Sp). In addition, users only acquire the rec-
ommended restaurant records matching the users’ preferences without
knowing other restaurant records. The data access pattern also is hid-
den from two servers. That is, our scheme is fully privacy-preserving.

» Query Accuracy: The cloud should return accurate query results
for users. It means that query results generated under the ciphertext
domain should be the same as that in the plaintext domain.

« Query with Multiple Attributes: Our scheme allows users to request
queries with multiple attributes. It makes the recommended results
more satisfying for users.

« Efficiency: The dining service provider has a large number of
restaurant records, so its computation cost and storage burden must be
reduced. Meanwhile, we must reduce the computation costs of query
users because they are usually the resource-constrained devices.

4. Preliminaries

In this section, we first define our location-based recommendation
query in LBS. After that, we introduce the Paillier cryptosystem which
supports the homomorphic addition and the homomorphic scalar mul-
tiplication operators. Finally, we describe some existing computation
primitives based on the Paillier algorithm. Table 1 gives some notations
and their corresponding definitions in our paper.

4.1. Location-based recommendation query

The goal of our location-based recommendation query (LBRQ) is to
find the best location matching the recommendation condition required
by users. In our paper, we focus on the restaurant recommendation
problem in LBS. In this scenario, the dining server provider recom-
mends the restaurants to users based on the similarity between the
restaurants. That is to say, users request queries with their visited
restaurants, and the dining server provider recommends restaurants
matching their preferences to them.

As in Section 6, the dining service provider has a set of restaurant
records D = {Dy, D,, ..., D,,} and each restaurant record is denoted by
D; = {ID;,Co;,Cu;, Av;}(1 < i < m), where ID; is the ith restaurant ID
or name, Co; is the D;’s location coordinate, Cu; is the D,’s cuisine,
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and Av; is the D,’s average price. Likewise, the visited restaurants’
coordinates and the favorite cuisines for the user are denoted by C =
{c1,¢9,...,¢,} and S = {s},5,,...,5,}, respectively. Let Ap and R, be
the acceptable average price per head and the recommendation con-
dition, respectively. We respectively represent the distance threshold
disTh and the price threshold priTh. The dining service provider will
recommend the restaurant D; to the querying user if it satisfies the
recommendation condition R.. In other words, the number of matched
attributes between the user’s query and the restaurant D, is greater
than or equal to R.. The location-based recommendation query can
be defined as follows.

Definition 1 (LBRQ). Given a set of restaurant records D, a set of
restaurants’ coordinates C, a set of favorite cuisines .S, a distance
threshold disTh, a price threshold priTh, and the recommendation
condition R, LBRQ is to find a set of restaurants R € D as the
recommended objects for a user,

U = g Voo Vo Vg,

B =Bi1 VBiaV eV By
A = (abs(Avy, — Ap) < priTh),

R ={Dyl(ay + B + 4) = Rc}

?
where a;; = (|Co; — ¢;||I* < disTh?), B; = (Cuy = 5;), 1 < k < m,
I1<i<nand1<j<t.

Notice that Cu, Ls ; is an boolean expression and denotes whether
the cuisine of the kth restaurant D, matches the user’s favorite cuisine
s;. If they match, the result is 1; Otherwise, it is 0. For a; € {0,1},
B € {0,1}, and 4, € {0,1}, they represent whether the dining service
provider’s restaurant D, satisfies the user’s corresponding preferences.
That is, «; indicates whether the Euclidean distance between one of
the user’s visited restaurants and the restaurant D, is no greater than
a predefined distance threshold disTh, f, indicates whether one of the
user’s favorite cuisines matches the cuisine of the restaurant D,, and
A, indicates whether the difference of the average price between the
restaurant D, and the user is within a predefined price threshold priT h.

4.2. Pdillier cryptosystem

The Paillier cryptosystem [27], named after and invented by Pascal
Paillier, is a probabilistic public-key encryption scheme based on the
decisional composite residuosity assumption. This cryptosystem sup-
ports homomorphic addition and homomorphic scalar multiplication
properties. In the remainder of our paper, the encryption and decryp-
tion functions for the Paillier algorithm are respectively denoted by
E, and D, where pk and sk represent the public key and the private
key, respectively. Given two messages a and b, Paillier’s homomorphic
properties can be expressed as follows:

« Homomorphic Addition (Add,,):

D (Addy,([all, b)) =a+b

« Homomorphic Scalar Multiplication (S Mul,):

Dy (SMulp,([all, b)) = a * b

The Paillier cryptosystem is an indistinguishable encryption al-
gorithm [28]. In other words, it is infeasible for an adversary to
distinguish the encryptions of two plaintexts.
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4.3. Secure computation primitives

Based on the homomorphic properties of the Paillier, many secure
primitives were developed in related literature [23,29-31] and our
previous work [32]. Here, we introduce some of them used in our
scheme. In these primitives, we always assume that .S, has the key pair
(pk, sk) of the Paillier cryptosystem, and .S only has the public key pk.
Additionally, their inputs and outputs are held by .S in an encrypted
format, while S knows nothing about them.

« Secure Multiplication (SM) Protocol: In this protocol, S, inputs
nothing, and S inputs two ciphertexts [my] and [m;] and outputs
[[my % m;]. During the execution of this protocol, Sz and S, do not
know any information about a and b, and only S obtains the output
[[mg * mq]l.

o Secure Squared Euclidean Distance (SSED) Protocol: In this pro-
tocol, S, inputs nothing, and S inputs two encrypted vectors [X]|
and [Y] and outputs [[||X — Y||*]. Here X and Y are two dimensional
vectors, namely [X] = ([x;1,[x,]) and [Y] = (Iy1,[y,1). This
protocol can be constructed based on the SM protocol. Similar to the
S'M protocol, the output [[||X — Y ||?] is only known to Sp.

« Secure Comparison (SC) Protocol: In this protocol, S, inputs noth-
ing, and S inputs two encrypted values [x] and [y]l and outputs [1]
(if x > y) or [0] (if x < y). Similarly, the output of this protocol is
acquired only by Sp.

5. Building blocks

In this section, we present a secure equal test (SET) algorithm and
a secure unequal to zero test (SU E Z) algorithm as the building blocks
in our scheme. The latter can be constructed from the former easily and
described at the end of this section.

Our SET algorithm is built upon the Paillier cryptosystem and
performed by S, and S, where S, knows sk and S has [x] and [y].
It is employed to test whether [[x] is equal to [y]. If x = y, it outputs
[1]; Otherwise, it outputs [0]. During the execution of this algorithm,
S holds the inputs and outputs in an encrypted format, while .5, only
acquires the random intermediate values. Algorithm 1 describes our
SET protocol.

Algorithm 1 Secure Equal Test (SET)

Input: S, has a key pair (sk, pk), and Sy only has pk. Sy has two
encrypted values [[x] and [[y]l. Note that x and y are at most v bits,
and the message space of the Paillier algorithm is Z,, where set
n=|N]|.

Output: If x =y, .Sy gets [1]; Otherwise, Sy gets [0].

1: Sp: Subtracts [x]] by [¥]: [d] = Add,,([x], SMul,,([x], N — 1)).

2: §,&Sp: Computes the square of d: [h]l = SM([4]. [d])-

3: Sp: Picks a random value a over Z,, two random integers r; and
ry, where r; > ry and |r|| = |r,| = (n/2 —=2v—1). If a = 0, calculates
] = Addy, (S Mul, ([h], 1), S Mul h,([r,]l, N —1)). Otherwise, [[]] =
Addy,(ry, S Mulyy,(S Mul,,([R], 1), N — 1)). Sends [[1] to S,,.

4: S ,: Decrypts [[7]] and compares ¢ with N /2. If t < N /2, sets f = 0;
Otherwise, sets # = 1. Encrypts f and sends [#] to Sp.

5: Sp: If @ = 0, outputs [A]; Otherwise outputs [1 — g]l.

Sp first computes the subtraction of [x]] and [y] via the additive
homomorphic property of the Paillier cryptosystem, so it gets [d] =
[x—yl. Then, S, and S} jointly run the SM protocol, and S acquires
its output [A] = [d?]l. After that, S, selects a random value « € {0, 1}
and two random values r; and r, with special settings. If « = 0, .S sets
[1 = [r,(x — y)* — r, 1I; Otherwise, Sy sets [[1] = [r, — r;(x — »)*]l. At the
end of this step, Sy sends [[t] to S,. After receiving [7], S, decrypts it
with sk and compares ¢ with N /2. If t < N /2, S, sets f = 0; Otherwise,
S, sets p = 1. Then, S, encrypts # and sends its ciphertext to Sp.
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Sp computes the final equality test result [z] according to its own «
and the received g. If « = 0, Sy sets [z]] = [f]; Otherwise, Sy sets
[z =11 - B1.

Correctness. Due to r; > r, and their special settings, we can know
that r, < r/(x — y)*> < N/2 always holds. Here, we first prove the
correctness of Algorithm 1 when a = 0. In this case, if x = y, the sign of
(r (x—y)>—r,) is negative; Otherwise, that expression is positive. When
considering this operation over Z, it means that (r;(x—y)*>—r,) > N /2
ifx=y or (r(x—y°>-r) <N/2ifx#y Weset f=0and g =1
in these two cases, respectively. The key observation is that the final
equality test result z is consistent with g, namely z = f when a = 0.
Similarly, when a = 1, we can observe that z is equal to the NOT of
p, namely z = 1 — p. Therefore, the correctness of our SET protocol is
verified.

Remark. The SU E Z algorithm is to determine whether [x] is unequal
to zero. If x # 0, it outputs 1; Otherwise, it outputs 0. Our SUEZ
protocol can be constructed by first running the SET protocol with
inputs [x] and [0], and then computing the NOT of its output without
any additional interaction.

6. Our proposed scheme

In this section, we present our privacy-preserving location recom-
mendation scheme. Our scheme consists of the system initialization
phase and the location recommendation phase.

6.1. System initialization

In the system initialization phase, the dining service provider first
generates a key pair (pk, sk) of the Paillier cryptosystem and distributes
them to other entities in our system. Then, to protect the privacy of the
restaurant records, the dining service provider encrypts each entry of
them before outsourcing them to the cloud server. The details of this
phase are as follows:

(1) The dining service provider first generates a key pair (pk, sk).
Then, it gives (pk, sk) to S, and pk to Sy and the registered users.

(2) The dining service provider encrypts each restaurant record
D; = {ID;,Co;,Cu;, Av;} with the public key pk and sends (D1 =
{[lID;1,[Co;1l,[Cu;1l,[Av;1} to Sp, where 0 < j < m and m is the
maximum number of restaurants.

Notice that in our system, all messages between any two entities
are transferred via the secure channel established by the cryptographic
protocols (e.g., SSL/TLS). Additionally, we encode each entry of the
restaurant record as an integer. For instance, we can compute the hash
value of the cuisine “Chinese” using the hash function SHA-1. Then, we
module this value with 232 and regard its result as the encoded integer.

6.2. Location recommendation

In the location recommendation phase, the query user first encrypts
his queries (restaurants’ coordinates, cuisines, and average prices) and
uploads them to Sp. Second, S, and Sp generate the recommended
results (or restaurants’ information) in the encrypted domain by per-
forming some secure computation protocols interactively. Then, the
two cloud servers partly return the generated results to the query user.
Finally, the query user performs some simple computations locally and
recovers the real restaurant information matching his preferences. The
process of this phase is as follows:

(1) The query user encrypts the visited restaurants’ coordinates
C ={c,¢y,...,c,}, the favorite cuisines S = {s,,s,,...,s,}, and the ac-
ceptable average price Ap with pk. Meanwhile, the query user encrypts
a distance threshold disTh and a price threshold priTh used for recom-
mendation. He also encrypts a value R € {1,2,3}, named recommen-
dation condition. Given a restaurant D 5 it will be recommended to the
query user if the number of its features matching the user’s preferences
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(3) The user recovers the recommended result

Fig. 3. Numerical example for proposed scheme.

is greater than or equal to R.. The query user aggregates these en-
crypted data as a query [Q] = {[C1, [ST. [Apl. [disTh]l, [priThll, [Rc1}
and sends [Q] to Sp.

We assume that the price threshold and the distance threshold are
thought to be the squares of their respective actual values.

(2) After receiving a query [Q] from the query user, S, and Sp
jointly compute the recommended restaurants that best match the
query user’s preferences as follows.

Step 1: S, and S run the SSED protocol to compute the squared
euclidean distance d,; between the restaurant with the coordinate
and the restaurant D; with the coordinate Co;, where 1 < i < n and
1<j<m

[d; ;1= SSED(¢1, [Co;T)

Step 2: S, and Sp compare [d; ;1 and [[disT h] via the SC protocol
and determine whether the distance from the restaurant D; to the
restaurant with the coordinate ¢; is within the distance threshold disTh.

[x; ;1 = SC(IdisThl, Id; ;1)

Step 3: Sy locally accumulates [x,;],...
homomorphic property.

Jx, ;11 via the additive

[X;1=0x; + - +x, ;1 = Addy (Addp([x ;1. ...), [x, ;D

Step 4: S, and Sy test whether [X;] is unequal to zero via the
SUEZ protocol. If it is true (U ; = 1), it means that the restaurant D ;
is close to one or more restaurants visited by the query user within the
distance threshold disTh.

U1 = SUEZ(IX,1)

Step 5: S, and S run the SET protocol to determine whether the
cuisine of the restaurant D; matches the query user’s favorite cuisine
sg, where 1 <k <t.

[ye,;1 = SET(Is,1. [Cu;1)

Step 6: Sp locally accumulates [y, ], ...
homomorphic property.

sy, ;1 via the additive

Y0 = Iy + - + v, = Addy (Addy (1 1. ). v 1)
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Step 7: S, and Sp test whether [Y;]] is unequal to zero via the
SUEZ protocol. If it is true (V; = 1), it implies that the cuisine of
the restaurant D; matches one of the user’s favorite cuisines.

v;1 = SUEZ(LY;])

Step 8: Based on the homomorphic properties, S locally com-
putes the difference between the average price per head [Av;] of the
restaurant D; and the acceptable price [4,] of the query user.

[z,1 = [Av; — Apll = Addy,(TAv; 1. SMul, ([Ap], N = 1)

Step 9: S, and Sp compute the square of [z;] using the SM
protocol.

w1 = 1271 = SM(llz,1, [2,1)

Step 10: S, and Sg compare [priTh] and [w;] by performing the
SC protocol. If the comparison result is true (W; = 1), it indicates that
the average price per head [Av;] of the restaurant D,’s differs from
the acceptable price [Ap] of the query user by no more than the price
threshold [[priTh].

W1 = SC(llpriThl, [w;1)

Step 11: Sp adds [U;1], [V;] and [W;] locally based on the additive
homomorphic property.

[H, 1 = Addy,(Addy, (TU,1, TV, 1D, W, 1)

Step 12: S, and S run the SC protocol to compare [H;] and [Rc]]
and determine whether the restaurant D; matches the recommendation
condition [Rc]l. If F; = 1, the restaurant D; should be recommended
to the query user.

[F;1 = SC(LH,1. [R:D)

Step 13: S, and S generate the recommended restaurant record
R; via the SM protocol, so they set R; = {ID;,Co;,Cu;, Av;} (F; =1)
or R; = {0,0,0,0} (F; = 0).

1D/ = SM (LD, [LF;1)
[Co}T = SM(ICo, 1, ILF;1)
[Cu 1 = SMICu;1l, [LF;1)

[AV = S M([Av; 1, [LF;T)

Sp sets [R;] = {[[ID;.J], [[Co}l],[[Cu}]],[[Au}]]}. Notice that Co; is a
two-dimension coordinate (x,y), so SM([Co;1l,[F;]) is equivalent to
SM([Co;.x], [LF; 1) and SM([Co;.yI, LF; -

Step 14: Sy applies the homomorphic property to randomize [[R;]|
with five random values Rj’.D, RJ.C"'X, ch"'y R RJ.C“, and R;.‘” from Z,
before sending it to .S,.

[1D}1 = Add,, (11D, [R;P1)
[Co}.x] = Addy,(IC.xT, [RS**T)
[Co}.yll = Add(ICO, 1, [R*T)
[Cu;l = Addy (ICu} 1. [RT'D)
[Av] = Add,, ([ A1), [[Rj‘”]])
Sp sets [R;] = ([ID}1.1Co;1,[Cu’T. [Av;T}, where [Col] =

(ICo.x]. [Co%.yI), and R) = {RIP, RS, RS" R}, where RS
(RJ.C‘”‘, R/.C"'y ). Sp sends [R] to S, and R;.’ to the user, respectively.
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Step 15: After receiving [R71, S4 decrypts it with the private key
sk. S, cannot learn any information of the recommended restaurant
record R; from R; because each entry of R} isa random value.

/ *
RJI.D = R;D +1D; * F; = Dy (L1 D;T)
’
RO = RS 4+ Cojx # F; = Dy (IC0} X1

Rf""y = RS+ Coj.y » F; = Dy(ICo"y1)

RSY = R 4+ 1D, + F; = Dy(ICu’T)

RAY = RI 4+ 1D, x F; = Dy ([A0}])

S, sets R! = {RID' RCY RCY RAY) where RCY = (RCo', RE*Y)
A j R R BRI j N )
S 4 sends R]‘. to the query user.
(3) After receiving R;.’ and R} from Sp and S, respectively, the
query user subtracts le. by RE.) to recover the jth restaurant record.

IDT =R _RIP—[D. « F,
J J J J J
Co}.x = RJ.C"/"‘ - R§** = Co,.x * F,
~  _ pCd.y _ pCoy _
Coj .y—Rj Rj =Co;.y * F;
Cu~ = RS — RS = Cu, * F,
J J J J J

Av” = R —RAY = Ay, % F,
J J J J J

The query user sets DjN = {ID;,Co;,Cu;,Av;}, where Co; =
(Co;.x, Co;.y).

In the expressions listed above, F; indicates whether the restaurant
D; satisfies the user’s query condition. If F; = 1, each entry of D7 is
equal to the corresponding entry of the restaurant D;; Otherwise, each
entry in DJ.N is zero.

Remark. To clarify the processes of our proposed scheme, we give a
numerical example in Fig. 3. The dining service provider’s restaurant
records and the user’s query data are from Fig. 1, where the acceptable
average price Ap for the user is 75 ((80 + 70)/2 = 75). We assume that
the distance threshold disTh is 100, the price threshold priTh is 25, and
the recommendation condition R is 3.

Fig. 3 shows the complete numerical examples of the location
recommendation phase. It consists of three stages: (1) The user requests
a query; (2) Two servers compute the recommended result; (3) The user
recovers the recommended result. In this example, the recommendation
condition R is 3. Therefore, the recommended restaurants must match
all preferences of the user. Namely, U; +V; + W, > Rc, hence U; = 1,
V; =1, and W; = 1. This is also equivalent to F; = 1. It means that
only j = 3 satisfies the user’s request. Thus, the cloud only recommends
the restaurant D; to the user.

Specifically, from Step 1 to Step 4, the cloud with two servers (.S,
and Sp) first determines whether the distance between one of the
visited restaurants by the user and the restaurant D; is less than or
equal to a predefined distance threshold. If this condition is satisfied,
the cloud sets U; to 1; Otherwise, the cloud sets U; to 0. Second, from
Step 5 to Step 7, the cloud computes whether one of the user’s favorite
cuisines matches the cuisine of the restaurant D;. If such condition is
satisfied, the cloud sets Vto1; Otherwise, the cloud sets V; to 0. Next,
from Step 8 to Step 10, the cloud determines whether the difference
between the average price of the restaurant D; and the user is within a
predefined price threshold. If this condition is satisfied, the cloud sets
W; to 1; Otherwise, the cloud sets W; to 0. In Steps 11 and 12, the
cloud calculates the recommendation flag F; € {0, 1} for the restaurant
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D;. In this numerical example, the recommendation condition R is
3. Namely, the restaurant D; will be recommended to the query user
if and only if U; + V; + W; > Rc = 3. Therefore, the recommended
restaurant is D; because only the recommendation flag F; is 1 and other
corresponding flags (F, F,, and F,) are 0. In Step 13, the cloud does
not change the entries of the restaurant D, and sets the entries of other
restaurants to 0.

At this moment, S obtains the recommended (or match) results
[R{1, [R,1, [Rs], and [R4] in the encrypted format. One way for
returning the query results is that Sy sends each [R;] to S, for
decryption and then let S, send the decrypted results to the query
user. However, in the threat model of our scheme, we assume that
two servers S, and Sy are not fully trusted. Hence, the privacy of
query results in such way is not guaranteed because S, can acquire
the recommended results completely. To avoid such privacy leakage, in
Step 14 S first adds some random values to each element of [R | and
generates a new blinded version of [R a| (denoted by [[R;f]]). Meanwhile,
in Step 14 S S sets these random values as a new vector R;.’, where
R} = R;+R. After that, Sp sends [R}] to S, and R) to the query user,
respectively. In Step 15, S, decrypts IIR/*.]]: le. = Dsk([[R,*-]]) and sends
RJ‘. to the query user. Finally, the query requester computes the match
results: Dj” = Rj]. — R;.’. In this case, each element in R;f is random, so
there is no privacy leakage against S,.

7. Security analysis

In this section, we first analyze the security of our proposed algo-
rithms SET and SUEZ. Second, we prove that our proposed privacy-
preserving location recommendation scheme satisfies our design goals.

In this paper, we assume that both two servers (S, and Sj) are
semi-honest. The property of a secure computation protocol under the
semi-honest model is defined as follows.

Definition 2 ([28]). Let IT®(x) be the execution image of the protocol
7, and IT°(x) be the corresponding simulated image. If ITR(x) is
computationally indistinguishable from IT¥(x), we say that the protocol
x is secure.

In the above definition, an execution image mainly includes the
input, the output, and the message exchanged during an execution of
a protocol.

Definition 3 ([29]). The SM and SSED protocols are secure under
the semi-honest model.

7.1. Security analysis for our building blocks

We provide the security proof for our SET protocol based on
the standard simulation argument [28]. The main idea of the proof
is that the input and output for this secure primitive are encrypted
and only known by S (without knowing the private key sk), and all
intermediates received by .S, are random, so no party learns inputs and
outputs. Therefore, it satisfies the property of Definition 2.

Theorem 1. The SET protocol is secure under the semi-honest model.
Proof. Let H?A(SET) = {t,{my, m;}} be the execution image of S,,
where m and m, are intermediates generated by the SM protocol.
Likewise, let IT g (SET) = {t,, {my, m|}} be the simulated image of S,
where 7,, mg, and m’1 are all randomly selected from Z,. From the
process of the SET protocol, we know that t = r;(x — y)?> — r, (if @ = 0)
ort = ry —ri(x — »? (if « = 1), where r, and r, are two random
numbers. Therefore, + and ¢, are computationally indistinguishable.
Likewise, based on Definition 3, we can conclude that {m,, m,} is also
computationally indistinguishable from {mé),m’l }. Therefore, ﬂ?A(S ET)
and 17 gA (SET) are computationally indistinguishable.
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Similarly, let H?g(SET) = {[Ix], [y1, LD, A1, {[zol, [ 2,1, [2,11}} be
the execution image of Sp, where [zy], [z;], and [[z,] are interme-
diates generated by the SM protocol. Let IT fB(SET) = {x,y.t.p,
{z),2],2,}} be the simulated image of S, where all values are chosen
from Z 2. Based on the security of the .SM protocol in Definition 3, we
can conclude that {[[zy],[z,1,[z,]} is computationally indistinguish-
able from {z(),z/l,z/z}. Also, we can conclude that {[x], [y, [], [51}
and {x',),7,p'} are computationally indistinguishable because the
Paillier algorithm is an indistinguishable encryption scheme [27].

According to the above analysis, H?B(SET) and H:gB(SET) are
computationally indistinguishable. Based on Definition 2, we state that
our proposed SET protocol is secure under the semi-honest model.

Remark. Compared with the SET protocol, our SU EZ protocol only
needs two additional homomorphic operators. Therefore, the security
of our SU E Z protocol can be deduced from that of the SET protocol.

7.2. Security analysis for our scheme

Theorem 2. Our proposed scheme can protect the privacy of the dining
service provider’s restaurant records, users’ queries (or dining records), and
query results against two servers (S, and Sg). Meanwhile, query users only
acquire the recommended restaurant records matching their preferences and
know nothing about other restaurant records. Also, the data access pattern
is hidden from the cloud.

Proof. Our proposed scheme consists of the system initialization phase
and the location recommendation phase. In the system initialization
phase, the dining service provider encrypts its restaurant records and
outsources them to S. Since the encryption scheme is an indistinguish-
able encryption algorithm [27], S cannot derive anything from these
encrypted records. Similarly, in the location recommendation phase,
users encrypt their queries and upload them to S, so the privacy of
users’ queries is protected against Sp. After receiving users’ queries,
S, and Sy interactively run various secure computation protocols,
including SM, SSED, SC, SET, and SUEZ. When running these
protocols in sequence, .S, only acquires some random values in Z, and
Sp always holds the inputs and outputs of them in an encrypted format.
Due to the security of these secure primitives in the semi-honest model,
we can conclude that no information is disclosed to .S, and S during
their executions. At the end of this stage, query users only obtain the
values of the recommended restaurant records from the returned results
of S, and Sp, while all values in other restaurant records are zero.
Therefore, our scheme can protect the privacy of restaurant records,
users’ queries, and query results against S, and Sp. Also, query users
only acquire the recommended restaurant records and know nothing
about other restaurant records. Meanwhile, in each query, two servers
return query results with the same size as restaurant records to users
and know nothing about them. Thus, the relationships between any
two queries and their corresponding results are protected from both
S, and Sp. It implies that the data access pattern is protected, namely
our scheme is fully privacy-preserving.

8. Performance evaluation

In this section, we first analyze the computation and communica-
tion costs of our proposed privacy-preserving location recommendation
scheme. Second, we report the overheads of basic operators of the
Paillier cryptosystem and building blocks under different parameter
settings. Finally, we evaluate the performance of our proposed scheme
using synthetic datasets.
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Table 2
The computation cost of each entity in our proposed scheme.
E, Dy, SMul,, Add]! KYe SSED SET SM SUEZ
The DSP Sm - - - - - - - -
The user 2n+t+4 - - - - - - - -
The cloud - 5m m m(n+1t+6) m(n+2) mn mt 6m 2m
Table 3 Table 4
The communication cost of each entity in our proposed scheme. The total computation costs of basic operators of the Paillier cryptosystem when they
SSED SC SUEZ SET SM |Zy| 1Zy| are performed 1000 times under different parameter settings.
The DSP - ~ ~ ~ ~ o ~ IN| Ey Dy Add} Add}! SMul,,
The user - - - - - 2n+t+4 10m 1024 2478 ms 2481 ms 2491 ms 1 ms 2471 ms
The cloud mn mn+2) 2m mt 6m 10m+2n+t+4 10m 2048 16569 ms 16694 ms 16605 ms 9 ms 16336 ms
3072 49239 ms 50517 ms 48814 ms 20 ms 50208 ms
Table 5

8.1. Performance analysis

We measure the performance of our scheme by counting the number
of basic operators and secure computation primitives called by each
entity. The basic operators only involve computation costs (See Ta-
ble 4), whereas secure computation primitives involve computation and
communication costs (See Tables 5 and 6).

Here, we assume that the dining service provider’s restaurant
records and the users’ query are respectively denoted by D =
{D\,D,,....,D,} and O = {C,S,Ap,disTh,priTh, Rc}, where D; =
{ID;,CO;,Cu;, Av;}, C = {c|, ¢y, ...,¢,}, and S = {sy,5,,...,5,}. There-
fore, the computation and communication costs of each entity in our
proposed scheme are given in Tables 2 and 3.

Table 2 shows that the computation costs for the dining service
provider (DSP) and the user are only encryption operators for their
data. The number of encryption operators depends on the size of
restaurant records and the number of the user’s visited restaurants and
favorite cuisines. However, for a large number of queries, the dining
service provider merely performs encryption once, so this one-time cost
can be ignored and afforded by itself. The computation costs for the
cloud (S, &Sp) consist of basic operators and secure computation prim-
itives related to the Paillier cryptosystem. Notice that Table 2 ignores
the computation cost for the user to recover the query result because
this process only involves simple subtraction operators. Meanwhile,
Addzel represents the homomorphic addition of two ciphertexts.

Table 3 demonstrates that the communication cost of the dining
service provider is uploading their data to the cloud, which is linear
with the size of restaurant records. However, the communication cost
of the user consists of uploading query data and receiving query results,
which depends on both the size of restaurant records and the number of
the user’s visited restaurants and favorite cuisines. The communication
costs for the cloud (S,&Sp) consist of two parts. One part is receiving
data from the dining service provider and the user and returning query
results to the user; The other is running secure computation primitives
(e.g., SSED, SC, and SUEZ) to compute the query results.

8.2. Implementation

We first implement all secure primitives built on the Paillier algo-
rithm. Then, based on these primitives, we implement our proposed
privacy-preserving location recommendation scheme.

o Implementation Details: We implement our proposed scheme us-
ing the C++ programming language. For quicker implementation, we
directly use the NTL? library which includes several significant number-
theoretic algorithms. To speed up our scheme, we adopt the GMP?
library as the backend of the NTL library. Meanwhile, we also use the

2 https://libntl.org/.
3 https://gmplib.org/.

The total communication costs of secure computation primitives when they are
performed 1000 times under different parameter settings.

|N| SM SSED SC SET SUEZ

1024 1.28 MB 2.64 MB 2.19 MB 2.19 MB 2.19 MB

2048 2.09 MB 4.49 MB 3.38 MB 3.36 MB 3.36 MB

3072 2.81 MB 5.95 MB 4.70 MB 4.69 MB 4.69 MB
Table 6

The total computation costs of secure computation primitives when they are performed
1000 times under different parameter settings.

IN| SM SSED Ne SET SUEZ
1024 22.32's 36.01 s 38.67 s 19.19 s 24.14 s
2048 15591 s 367.01 s 265.03 s 129.62 s 162.53 s
3072 428.59 s 905.18 s 799.05 s 386.47 s 485.92 s

Boost* library to support network communication. Our implementa-
tion® is open source and available at Gitee, where it contains some
secure two-party computation primitives and can be used for other
applications.

o Parameters Settings: Our proposed scheme is built upon the Paillier
cryptosystem, whose security depends on the factorization of large
composite number N. Therefore, the length of N should be set to
1024, 2048, or 3072 bits in accordance with the current NIST minimum
recommendation rules on cryptographic key length® if we choose the
security parameter A as 80, 112, or 128 bits. We assume that all values
of restaurant records and users’ queries are 32-bit integers.

o Experimental Environments: Our experiments are performed on
Ubuntu 21.04 operator system with an Intel(R) Core(TM) i7-8750H
2.20 GHz CPU processor and 16 GB memory. When evaluating the
communication costs, we ignore the network delay and use the con-
sole application nload” to count the network traffics under different
parameter settings.

« Computation Costs of Basic Operators of the Paillier Cryptosystem:
Table 4 presents the total computation costs of basic operators of the
Paillier cryptosystem when running 1000 times under different pa-
rameter settings, respectively. In this table, the homomorphic addition
of a plaintext and a ciphertext is represented by Addée, whereas the
homomorphic addition of two ciphertexts is represented by Add]!.
Table 4 shows that, with the exception of Add é : , these basic operators
nearly have the same overheads.

» Computation and Communication Costs of Secure Computation Primi-
tives: Tables 5 and 6 show the computation and communication costs of
secure computation primitives when running 1000 times under differ-
ent parameter settings. According to Table 5, the S M protocol requires

https://www.boost.org/.
https://gitee.com/locomotive_crypto/locrec.
https://www.keylength.com/en/4/.
https://github.com/rolandriegel/nload.

N o o »
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Fig. 6. The computation costs of query users between our scheme and Badsha et al.’s scheme under different security levels.

the least amount of communication, while the SS E D protocol requires
the most. The communication costs for other protocols (i.e., SC, SET,
and SUEZ) are essentially the same. Similarly, the SM protocol
executes the fastest, while the SC protocol executes the slowest as seen
in Table 6.

o Performance of Our Scheme: Our work is fully privacy-preserving,
which means that the data access pattern is protected. Since the per-
formances of encryption, decryption, and homomorphic operators are
nearly data-independent, the performance of our scheme is indepen-
dent of data distribution and depends on the data size. Therefore,
we only evaluate the performance of each entity in our scheme using
synthetic datasets. We assume that the number » of the user’s visited
restaurants is 25, and the user’s favorite cuisines is 5, namely ¢
5. For the number m of restaurant records, we respectively set it as
{100, 150,200, 250, 300, 350,400} .

Fig. 4 demonstrates the computation cost of each entity with the
increase in the number of restaurant records. Both the dining service
provider and the user require very little computation costs. When n =
25, t = 5, and m = 400, the costs for the dining service provider are
0.082 min, 0.55 min, and 1.64 min under three different security levels,
respectively. However, the computation cost for the user is not affected
by the number of restaurant records. When n = 25 and ¢+ = 5, the
computation costs for the user are 0.002 min, 0.016 min, and 0.048 min
under three different security levels, respectively. The numbers of
restaurant records, the user’s visited restaurants, and favorite cuisines
all affect the cloud’s computation cost. Compared with other entities,
the computation cost of the cloud is extremely high. When n = 25,1 =5,
and m = 400, the computation costs for the cloud are 0.25h, 2.04h, and
5.56h under three different security levels, respectively.

Fig. 5 shows the communication cost of each entity with the increase
in the number of restaurant records. Different from the computation
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cost, the communication cost of each entity depends on both the
number of restaurant records as well as the size of the user’s query.
Obviously, the communication costs of the dining service provider and
the user are much lower than that of the cloud. For instance, when
n=25t=25,m= 400, and |N| = 3072, the communication costs for
them are 1.77 MB, 1.65 MB, and 135.33 MB, respectively.

» Comparison With the Existing Schemes: Compared with the existing
works, our scheme is computationally efficient in user side and only
needs one round communication for query users. To demonstrate our
conclusion, we compare our scheme with the existing work [11] in
computation costs of query users because they are the most similar
schemes in the data dimension and use the same homomorphic en-
cryption to protect the sensitive information. For fair comparison, we
assume the visited location points in our and Badsha et al.’s works
are n. The number of users held by the recommendation server in
Badsha et al.’s work and the favorite cuisines in our work are fixed
(both denoted by 7). In our actual experiments, we set ¢ 50 and
n = 10, 15,20, 25, 30, 35,40, respectively. Fig. 6 shows the computation
costs for query users varying with » under different security levels. The
experimental results demonstrate that our work outperforms that of
Badsha et al. [11] in the computation costs of query users.

9. Conclusion

In this paper, we propose a fully privacy-preserving location recom-
mendation scheme in outsourced environments, where the data access
pattern is well protected. Our scheme simultaneously takes into account
data privacy, queries with multiple attributes, query accuracy, and
computation efficiency for query users. As a result, our scheme is more
practical and feasible than previous related works in real-world LBS. To
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achieve this goal, we first propose a secure equal test protocol to check
whether two encrypted values are equal to each other. Based on this
protocol, we construct a secure unequal to zero test protocol to check
whether an encrypted value is not equal to zero. Second, with these
proposed protocols, we design our privacy-preserving location recom-
mendation scheme. Finally, we prove the security of our scheme in
the semi-honest model and show that the privacy of restaurant records,
users’ queries, and query results are protected against two servers. Also,
query users only acquire the recommended restaurant records without
learning any information about other restaurant records. Meanwhile,
we conduct extensive evaluation experiments and the corresponding
results confirm the efficiency of our scheme.
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